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Manual for Certificate Import in E-token

VERSION 1.0

Manual for Certificate Import in E-token

Pre-requisite for Importing Certificate in “e-Token” 
1. User certificate acquired from the CA with *.pfx or *.cer extension

2. “Admin”/”Administrator” user (Or user with admin equivalent rights) should be used for Installation of e-token Software
3.   Install e-Token Software on the desktop to be used for accessing CRA/NPSCAN site 
      Note: This is a sample installation guide for “Alladin” make of e-tokens.  
For different type of e-tokens, different setup and options would be available for installation
4.    Keep a backup of the certificate obtained from CA
Steps to Import Certificate

1. Login through Admin user in Windows 
2. Attach the USB e-Token to the USB Port of the PC
3. Right Click on “Open e-Token Properties” icon shown in the System Tray or through Start>> Programs>>e-Token Properties. Refer to Figure (1) below
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Figure (1)

4. After clicking on “Open e-Token Properties”, a new window will be displayed. Click on “Advanced” option in the window. Refer to Figure (2) below.
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Figure (2)

5.  On clicking “Advanced” Option, Left hand side of the window will show option to view certificates. Refer to Figure (3) below
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Figure (3)
6. Right click on “e-Token” option to import a certificate. Click on “Import Certificate” Option. Refer to Figure (4) below
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       Figure (4)

7. After clicking on import option a new window will be displayed which will allow the user to import certificate from a file. Select option “Import a certificate from a file” and click “OK”. Refer to Figure (5) below.
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Figure (5)

8. A new window will be displayed which will allow the user to choose the certificate stored on Windows drive. Locate the certificate and click “Open”. Refer to Figure (6) below.
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Figure (6)
-
9. A new window will appear which will prompt the user to enter e-Token password. The user will be prompted to enter this password each time the application will prompt the user to use the certificate. Click “Ok”. Refer to Figure (7) below.
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Figure (7)
10. The next window will prompt user to enter certificate password. This is the password with which user has encrypted the private key while submitting the request for certificate. Refer to Figure (8) below.
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Figure (8)
11. The new window will prompt the user to store the certificate on the e-Token. Click “Yes” and proceed. Refer to Figure (9) below.
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Figure (9)
12. A new window will be displayed which will show that the import is successful. Click “OK” to complete installation. Refer to Figure (10) below.
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Figure (10)

13. User can now view and use e-Token for DSC based Login. Imported certificate can be seen under “User Certificates”. Refer to Figure (11) below
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Figure (11)
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